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PENETRATION TEST{projectCode}
{timestamp | dateFormat:[“fullDate”]}

{PROJECTNAME}


{!! Custom Logic Goes Here – disappears when report is created}

{!! Document Control}
{$declare[Authors][[]]}
{#projectReportingCustomFields}
{#authors[0]}
{#_selected}
{$push[Authors][“%(option)”]}
{/}{/}{/}

{$declare[Reviewer][[]]}
{#projectReportingCustomFields}
{#reviewer[0]}
{#_selected}
{$push[Reviewer][“%(option)”]}
{/}{/}{/}

{$declare[Approver][[]]}
{#projectReportingCustomFields}
{#approver[0]}
{#_selected}
{$push[Approver][“%(option)”]}
{/}{/}{/}

{#$optionRemoveDuplicateEvidence}{/}
{$declare[TotalVulns][0]}{#vulnerabilities}{$increment[TotalVulns][1]}{/}

{!! Test Case Summary}
{$declare[TotalTestcases]["%(totalTestcases)"]}
{$declare[CompletedTestcases]["%(totalCompleted)"]}
{$declare[InProgressTestcases]["%(totalInProgress)"]}
{$declare[NotTestedTestcases]["%(totalNotTested)"]}
{$declare[NotApplicableTestcases]["%(totalNotApplicable)"]}

{!! Print values of all variables in browser console when report runs}
{$help[My Variables][“$()”]}

{!! Print root data scope in browser console when report runs}
{$help[Root Scope][“%()”]}



	TESTING SUMMARY

	Start
	{startDate | dateFormat:[“mmm dd yyyy”]}
	Tested
	{$percentage[CompletedTestcases]["$(TotalTestcases)"] | toFloat:'2'}%

	End
	{endDate | dateFormat:[“mmm dd yyyy”]}
	In Progress
	{$percentage[InProgressTestcases]["$(TotalTestcases)"] | toFloat:'2'}%

	Completed
	{progress}
	Not Tested
	{$percentage[NotTestedTestcases]["$(TotalTestcases)"] | toFloat:'2'}%

	Total Testcases
	{totalTestcases}
	Not Applicable
	{$percentage[NotApplicableTestcases]["$(TotalTestcases)"] | toFloat:'2'}%

	UNIQUE VULNERABILITIES

	Total
	{totalUniqueVulnerabilities}
	{#json}{=< >=}</><%$chart[{“type”:“bar”,“name”:“all_vulns”,“options”:{“orientation”:“vertical”,”chart_color”:”#FFFFFF”,“data”:{“names”:[“Critical”,“High”,“Medium”,“Low”,“Info”],"names_font_size":15,“values”:[“%(totalCriticalVulns)”,“%(totalHighVulns)”,“%(totalMediumVulns)”,“%(totalLowVulns)”,“%(totalInfoVulns)”],"values_font_size":15,“colors”:[“#001C57”,“#1F3864”,“#2F5496”,“#8EAADB”,“#D9E2F3”]},"y_axis_increase_ticks_by_percentage":20,“width”:450,“height”:300,"margin":{"top":5,"bottom":30,"left":40,"right":5}}}]><#json><={ }=>{/}

	Critical
	{totalCriticalVulns}
	

	High
	{totalHighVulns}
	

	Medium
	{totalMediumVulns}
	

	Low
	{totalLowVulns}
	

	Info
	{totalInfoVulns}  
	

	REMEDIATION PROGRESS

	Open
	{totalNotFixedVulns}
	{#json}{=< >=}</><%$chart[{“type”:“bar”,“name”:“remediation_status”,“options”:{“orientation”:“vertical”,”chart_color”:”#FFFFFF”,“data”:{“names”:[“Closed”,“Retest”,“Open”],"names_font_size":15,“values”:[“%(totalFixedVulns)”,“%(totalRetestingVulns)”,“%(totalNotFixedVulns)”],"values_font_size":15,“colors”:[“#D9E2F3”,“#2F5496”,“#001C57”]},"y_axis_increase_ticks_by_percentage":20,“width”:450,“height”:300,"margin":{"top":10,"bottom":30,"left":40,"right":5}}}]><#json><={ }=>{/}

	Retest
	{totalRetestingVulns}
	

	Closed
	{totalFixedVulns}
	

	SCOPE

	In
	{#assets}{.}{^$isLast}, {/}{/}
	Out
	{#pages.summary.custom_fields}{#out_of_scope}
{@out_of_scope_styled(“image_description”:“caption”,"image_display_style":"AFImageBorder") | resize:[“500”]}
{/}{/}


 

	EXECUTIVE SUMMARY

	{@execSummaryNotesStyled(“image_description”:“caption”,"image_display_style":"AFImageBorder") | resize:[“650”]}




	SUMMARY OF RECOMMENDATIONS

	{#projectReportingCustomFields}{#summary_of_recommendations}
{@summary_of_recommendations_styled(“image_description”:“caption”,"image_display_style":"AFImageBorder") | resize:[“500”]}
{/}{/}





	POSITIVE SECURITY OBSERVATIONS

	{#projectReportingCustomFields}{#positive_security_observations}
{@positive_security_observations_styled(“image_description”:“caption”,"image_display_style":"AFImageBorder") | resize:[“500”]}
{/}{/}




	SUMMARY FINDINGS

		PRIORITY
	VULNERABILITY
	REMEDIATION STATUS

	{#vulnerabilities}{#priority===”Critical”}CRITICAL
	{title}
	{#remediation_status===”Open”}[image: A blue x in a circle

AI-generated content may be incorrect.]{/}{#remediation_status===”Closed”}[image: A blue check mark in a circle

AI-generated content may be incorrect.]{/}{/}{/}

	{#vulnerabilities}{#priority===”High”}HIGH
	{title}
	{#remediation_status===”Open”}[image: A blue x in a circle

AI-generated content may be incorrect.]{/}{#remediation_status===”Closed”}[image: A blue check mark in a circle

AI-generated content may be incorrect.]{/}{/}{/}

	{#vulnerabilities}{#priority===”Medium”}MEDIUM
	{title}
	{#remediation_status===”Open”}[image: A blue x in a circle

AI-generated content may be incorrect.]{/}{#remediation_status===”Closed”}[image: A blue check mark in a circle

AI-generated content may be incorrect.]{/}{/}{/}

	{#vulnerabilities}{#priority===”Low”}LOW
	{title}
	{#remediation_status===”Open”}[image: A blue x in a circle

AI-generated content may be incorrect.]{/}{#remediation_status===”Closed”}[image: A blue check mark in a circle

AI-generated content may be incorrect.]{/}{/}{/}

	{#vulnerabilities}{#priority===”Info”}INFO
	{title}
	{#remediation_status===”Open”}[image: A blue x in a circle

AI-generated content may be incorrect.]{/}{#remediation_status===”Closed”}[image: A blue check mark in a circle

AI-generated content may be incorrect.]{/}{/}{/}





{#attackchains.length > 0}

	ATTACKCHAINS


[image: A white text on a black background

AI-generated content may be incorrect.][image: A blue and black swirly object

AI-generated content may be incorrect.][image: A blue and black swirl

AI-generated content may be incorrect.]
[image: A white text on a black background

AI-generated content may be incorrect.][image: A blue and black swirl

AI-generated content may be incorrect.][image: ]
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{#attackchains}
1. {title}
{#links}
	{#type==”External Attacker”} [image: A person wearing a hoodie and a mask and a computer

AI-generated content may be incorrect.]
{/}{#type==”Internal Attacker”} [image: A cartoon of a person with a computer

AI-generated content may be incorrect.]{/}{#type==”Defender”} [image: A computer with a shield on it

AI-generated content may be incorrect.]{/}{#type==”Victim”} [image: A computer with rockets flying out of it

AI-generated content may be incorrect.]{/}{#type==”Action”} [image: A computer screen with a red and black siren

AI-generated content may be incorrect.]{/}{#type==”Exploit Critical Vulnerability”} [image: A skull in a red circle with yellow dots

AI-generated content may be incorrect.]{/}{#type==”Exploit High Vulnerability”}[image: A computer with a skull and crossbones on it

AI-generated content may be incorrect.]{/}{#type==”Exploit Medium Vulnerability”}[image: A computer screen with a skull and a warning sign

AI-generated content may be incorrect.]{/}{#type==”Exploit Low Vulnerability”}[image: A computer screen with a warning sign

AI-generated content may be incorrect.]{/}{#type==”Exploit Info Vulnerability”}[image: A yellow triangle sign with a bug on it next to a keyhole

AI-generated content may be incorrect.]{/}{#type==”Target Device”} [image: A computer screen with a lock and a skull

AI-generated content may be incorrect.]{/}{#type==”Target Server”}[image: A computer servers with crowns

AI-generated content may be incorrect.]{/}{#type==”Target Database”}[image: A computer hard drive and a bug

AI-generated content may be incorrect.]{/}{#type==”Captured Flag”}[image: A hand holding a flag

AI-generated content may be incorrect.]{/}
	{type}
{description}

	{^$isLast}[image: A white arrow in a red circle

AI-generated content may be incorrect.]{/}





{/links}
{/}{/}



VULNERABILITIES{#vulnerabilities}
	{#priority==”Critical”}

	1. {title}
	{/}

	{#priority==”High”}

	2. {title}
	{/}

	{#priority==”Medium”}

	3. {title}
	{/}

	{#priority==”Low”}

	4. {title}
	{/}

	{#priority==”Info”}

	5. {title}
	{/}

	CVSSv3 SCORE

	Base
	{#cvssv3_base_score}{cvssv3_base_score}{/}{^cvssv3_base_score}N/A{/}

	Temporal
	{#cvssv3_temporal_score}{cvssv3_temporal_score}{/}{^cvssv3_temporal_score}N/A{/}

	Environmental
	{#cvssv3_environmental_score}{cvssv3_environmental_score}{/}{^cvssv3_environmental_score}N/A{/}

	Vector
	{#cvssv3_vector}{cvssv3_vector}{/}{^cvssv3_vector}N/A{/}

	DESCRIPTION

	{@description_styled(“image_description”:“caption”,"image_display_style":"AFImageBorder") | resize:[“600”]}

	ATTACK SCENARIO

	{@attack_scenario_styled(“image_description”:“caption”,"image_display_style":"AFImageBorder") | resize:[“600”]}

	REMEDIATION RECOMMENDATION

	{@remediation_recommendation_styled(“image_description”:“caption”,"image_display_style":"AFImageBorder") | resize:[“600”]}

	{#affected_assets}AFFECTED ASSET

	{^status === “Closed”}Open
	{^groupedAssets}{asset}{/}{#groupedAssets}{#assets}{name}{^$isLast}, {/}{/}{/}{/}

	{#status === “Closed”}Closed
	{^groupedAssets}{asset}{/}{#groupedAssets}{#assets}{name}{^$isLast}, {/}{/}{/}{/}

	{#remediation_notes[0]}REMEDIATION
	{#remediation_notes}{#note_styled}
{created | dateFormat:[“mm/dd/yyyy”]}
{@note_styled(“image_description”:“caption”,"image_display_style":"AFImageBorder") | resize:[“600”]}
{/}{/}{/}

	{#notes_html[0]}NOTES
	{#notes_html}
{@note_styled(“image_description”:“caption”,"image_display_style":"AFImageBorder") | resize:[“600”]}
{/}{/}

	POC
	{@proof_of_concept_styled(“image_description”:“caption”,"image_display_style":"AFImageBorder") | resize:[“600”]}
{/}

	EVIDENCE

	{#evidence}
{%fileBase64 | resize:[“600”]}
{fileName}
{/}{^evidence}None.{/}


{^$isLast}
{@pageBreak}
[bookmark: _APPENDIX:_TESTCASES]{/}{/}
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