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RED TEAM ASSESSEMENT REPORT 
	{projectName}


{projectCode}
{timestamp | dateFormat:[“fullDate”]}


{!! Custom Logic Goes Here – disappears when report is created}

{!! Set Options}
{#$optionRemoveDuplicateEvidence}{/}

{!! Test Case Summary}
{$declare[TotalTestcases]["%(totalTestcases)"]}
{$declare[CompletedTestcases]["%(totalCompleted)"]}
{$declare[InProgressTestcases]["%(totalInProgress)"]}
{$declare[NotTestedTestcases]["%(totalNotTested)"]}
{$declare[NotApplicableTestcases]["%(totalNotApplicable)"]}

{!! Store all Test Cases}
{$declare[TestCases][[]]}
{#completedTestcases}{$push[TestCases][this]}{/}
{#inProgressTestcases}{$push[TestCases][this]}{/}
{#notApplicableTestcases}{$push[TestCases][this]}{/}
{#notTestedTestcases}{$push[TestCases][this]}{/}

{!! Build Summary Techniques Executed}
{$declare[TechniquesExecuted][<Dictionary>]}
{#$value[TestCases]}
{$declare[TestCaseTitle][“%(title)”]}
{$declare[TestCaseTotalVulns][0]}
{$declare[TestCaseTotalCriticalVulns][0]}
{$declare[TestCaseTotalHighVulns][0]}
{$declare[TestCaseTotalMediumVulns][0]}
{$declare[TestCaseTotalLowVulns][0]}
{$declare[TestCaseTotalInfoVulns][0]}
{$declare[TechniqueVulns][[]]}
{$declare[Technique][<Dictionary>]}
{#linked_vulnerabilities.length > 0}
{$declare[Technique["successful"]][true]}
{#linked_vulnerabilities}
{$increment[TestCaseTotalVulns][1]}
{#priority === "Critical"}{$increment[TestCaseTotalCriticalVulns][1]}{/}
{#priority === "High"}{$increment[TestCaseTotalHighVulns][1]}{/}
{#priority === "Medium"}{$increment[TestCaseTotalMediumVulns][1]}{/}
{#priority === "Low"}{$increment[TestCaseTotalLowVulns][1]}{/}
{#priority === "Info"}{$increment[TestCaseTotalInfoVulns][1]}{/}
{$push[TechniqueVulns][this]}
{/}{/}
{^linked_vulnerabilities.length > 0}
{$declare[Technique["successful"]][false]}
{/}
{$declare[Technique["TotalVulns"]]["$(TestCaseTotalVulns)"]}
{$declare[Technique["TotalCriticalVulns"]]["$(TestCaseTotalCriticalVulns)"]}
{$declare[Technique["TotalHighVulns"]]["$(TestCaseTotalHighVulns)"]}
{$declare[Technique["TotalMediumVulns"]]["$(TestCaseTotalMediumVulns)"]}
{$declare[Technique["TotalLowVulns"]]["$(TestCaseTotalLowVulns)"]}
{$declare[Technique["TotalInfoVulns"]]["$(TestCaseTotalInfoVulns)"]}
{$declare[Technique["Vulns"]]["$(TechniqueVulns)"]}
{$declare[TechniquesExecuted["$(TestCaseTitle)"]]["$(Technique)"]}
{/}

{!! Find the MITRE ATT&CK Tactics executed}
{$declare[TacticsExecuted][[]]}
{#$value[TestCases]}
{#testcaseCustomFields}
{#mitre_tactic}
{$declare[Tactic][this]}
{^$includes[TacticsExecuted]["$(Tactic)"]}
{$push[TacticsExecuted]["$(Tactic)"]}
{/}{/}{/}{/}

{!! For each Tactic, add the relevant Techniques (test cases)}
{$declare[Tactics][<Dictionary>]}
{#$value[TacticsExecuted]}
{$declare[Tactic][this]}
{$declare[Techniques][[]]}
{#$value[TestCases]}
{#testcaseCustomFields}
{#mitre_tactic}
{$declare[TacticCategory][this]}
{#$equals[TacticCategory]["$(Tactic)"]}
{$push[Techniques]["%(../../../)"]}
{/}{/}{/}{/}
{$declare[Tactics["$(Tactic)"]]["$(Techniques)"]}
{/}

{!! Document Control}
{$declare[Authors][[]]}
{#projectReportingCustomFields}
{#authors[0]}
{#_selected}
{$push[Authors][“%(option)”]}
{/}{/}{/}

{$declare[Reviewer][[]]}
{#projectReportingCustomFields}
{#reviewer[0]}
{#_selected}
{$push[Reviewer][“%(option)”]}
{/}{/}{/}

{$declare[Approver][[]]}
{#projectReportingCustomFields}
{#approver[0]}
{#_selected}
{$push[Approver][“%(option)”]}
{/}{/}{/}

{!! Print values of all variables in browser console when report runs}
{$help[My Variables][“$()”]}

{!! Print root data scope in browser console when report runs}
{$help[Root Scope][“%()”]}
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